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About IEI (Iran Electronics Industries)

Iran Electronics Industries (IEl) as the largest company in the fields of Electronic, Telecommunica-
tion, Defensive and Commercial Electro optics in the country meanwhile, industrial and technical
interactions with more than 170 technological companies and establishment of 14 technological
joint centers with domestic authentic universities, provides types of electronic products and services
such as Radar, Electronic Warfare (EW), IT, Secure and Reliable Communication, Optics and Laser,
Cyber defensive, Electronic Components, and required Space Systems for military forces and de-
fensive industries in order to establish and increase the deterrent power and defense.

About ICI (Iran Communications Industries)

Iran communications industries (ICl) affiliated to Iran Electronics Industries (IEI) was established in
1972 with more than 35 years of credible reputation directed to manufacture diversity of communica-
tion means and participate in all international tenders with over 1000 skilled and educated personnel
and lustrous background of successful experience is the main producer and designer of military/
paramilitary communication equipment and total solution in Iran and middle east.

The principal mission of ICI is researching, designing and manufacturing various types of communi-
cation systems in military/non- military fields; as well as designing and implementing total solutions
such as EW, C4l, jamming networks and ECCM systems in order to establish a stable, secured and
flexible communication with a suitable capacity and also developing and open architecture radio
waveform technology that allows multiple radio types to communicate with each other with the goal
of meeting diverse communications through the latest and state of art technology communication
means & networks.

Also ICI has the capability of repairing, renewing, manufacturing and assembling different types of
communication means, as well as providing after sales services and technical consulting to have a
continual improvement and development.

Effective presence and implementing national projects in the fields of communication with the co-
operation of IN/OUT companies and exporting various kinds of communication products, technical
engineering services to foreign countries are important pace in renewing and developing our na-
tional industry.

Concentrating on time, cost and quality management, developing human resources, and staff moti-
vation are our main purposes.
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Radio Coverage Analyzing System
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Because of increasing air traffic and developing radio communication and as a result accumulation
in electromagnetic spectrum, planning and optimizing radio networks and operating control systems
are very important. The most important considerable aspects are limitation in frequency spectrum,
maximum coverage, and minimum interference. Therefore, powerful analyzing and calculating tools
are needed to design airborne radio network.

In order to estimate radio coverage for the UHF/VHF GSM and LTE systems and radio links, Asset,
Atoll, and UV Plannet are considered as proper software.

® Interference recognition

® Coverage determination

® Frequency allocation

® Radar coverage

® Link performance determination
® Spectrum display

® Information management
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TETRA Trunk Network is provided for establishing digital data/voice selective and Group communications.
Due to the repeaters and mobile base stations, these networks are very flexible. Therefore, reliable infrastruc-
ture can be developed possibly for military organizations and emergency divisions. This network includes
manual/vehicular terminals and base stations.

Capabilities
v TETRA standard
v AVL, monitoring operations and GIS
v" Capability of prioritizing the subscribers and services (15 priority levels)
v’ Establishing communication with internal, civil, and military communication networks (such as PABX,
PSTN, and GSM) and conventional radio network
v' Individual management layers
v' Available standard equipment of the network such as switches and routers
v Audio services
- Group calls
- Selective calls
- Telephone calls (PABX/PSTN)
v Data and message sending services
- SDS (Short Data Services)
v’ Security service
- Identification (individual and interactive)
- Air-interface encryption (TEA1, EA2,TEA3, and TEA4)
- End-to end encryption
- Access to the PIN and PUK codes
- Security classes 1, 2, and 3
v Operator safety
v Location based services
- Internal GPS system
- Setting the LIP (Location Information reporting) service
v Loud and clear voice
v’ Establishing a very flexible and efficient network
v High frequency efficiency (4 channels in 25KHz bandwidth)
v Increasing battery life time in the terminals
v Automatic call switching between the cells
v Programming different parameters via computer in the terminals and base station
v’ Capability of selecting the model along with the GPS module and without the module in the terminals
v Supporting Farsi language and other world live languages in the terminals
v’ Capability of Software updating the network directly via the IP network
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Digital Trunk Network

General specifications

Maximum number of base stations...................... 50
Maximum operator’s capacity..........cccccccvvueeennn.. 16

in each base station

Number of the operators............ccccvvciieeiiin. 50000
Capacity of the group call.............oovvvviiiiieeennnnn. 5000
Capacity of the Dispatcher system....................... 200
Capacity of the NMS terminal..................cooeeee. 64
Connecting to the MPT network........................... 10
(number of gateways)

Connecting to the PSTN network..............ccoceee. 60 (2xE1)
(number of gateways/channels)

Time of establishing the group call (ms)............... < 360

Data Recorder Dispatcher

Encrypt

MPT1327 ’ ‘ Center
Network .~ =

Control Center

Gateway

DTN-910 Digital Trunk Network designed considering the ETSI DMR standard is a digital Trunk
infrastructure system based on the IP network. It is designed especially for establishing integrated
audio network, capacity distribution and management between several different geographical zones
in missions and critical conditions. Due to the Trunk network updating capability and its flexibility,
establishing a secure and economical infrastructure for organizations and emergency divisions is
possible.
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PT-580H TETRA Handheld Radio Communication System

This radio is used in TETRA cellular network for voice and data communication. The radio should be
registered in the network and then the communication will be established via base stations. Beside
connecting to TETRA cellular network (TMO mode) this radio could be connected to other conven-
tional radios directly in DMO mode. The connections could be established via dialing or pressing
PTT, duplex or half duplex.

Cellular Communication

General specifications

Frequency range.............ouuuuuiiiiiiniieieeeeeeeieeeeeeiias 380-430 MHz - 410-470/806/870 MHz
Batt@RA-<.....oml..........idiieneriiiheen b 1800mAh Li-lon

VoHAGE....... o5 e e (RS 7.4V

Maximum power of output voice.................c.eueeeeee. 1W

TX/RX specifications

RF channel band width.............cccooooiiiiiiiiiiiiinnn. 25 KHz

RF output POWET......coooiiiiiii e 3W/1.8W (for 806-870MHz)

Power preciSion...........coiv i +2dB

RX static sensitivity..............cooovmiiiiiiiiiiiee e -112dBm (typical -116 dBm)

RX dynamic sensitivity...........c.ccvvviiiiiiiiiieeeeeee -103dBm (typical -105 dBm)

GPS sensitivity......cccoeeiieiiiiiiiiiee e < -154dBm signal tracking - < -138dBm receiving
GPS Precision.......vee e hot start up < 10s - Cold start up < 50s
Environmental and mechanical specifications

DIMEeNSIONS.....cooiiieiieeeieeeee e 12x5.4x3.5 cm (WxDxH)

WEBIANL.......coeeee L e i i | T 348 gr. (with battery and antenna)
Storage temperature...............ooooeeiiiiic -25t0 65 °C --40t0 85 °C

L 1117 0T [1 Y700 S OUPUPIN U SO NRSII | ETC 300 019 (95% @25 C@25)
Protection against water and dust......................... IEC60529, IP67

Shock, vibration............cccccoiiiiiiiiee e MIL-STD-810 C/D/E/FIG
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MT-680 TETRA Vehicular Radio Communication System

2008-07-15
09:00

This radio is designed for installing in vehicle to establish communication in TETRA network in two
modes of direct (DMO) and trunk (TMO). High reliability and easy operation are main features of the
radio. In direct mode, output power of the radio is 10W which covers a wide range. In trunk mode
the radio covers a vast range of facilities in the network. 4W output, TETRA voice and SMS ser-
vices, high precision GPS, ciphered voice communication, and fast access to the TETRA network
are some facilities of the radio.

10

Cellular Communication

General specifications

Frequency range........ccccoooovveiiiii i 380-430 MHZz/410-470 MHz

Operating voltage..............oovveciiiiiiieeeieeiieeeeeeeei, 10.8-15.6V (typical values 13.2V)

TX/RX specifications

RF channel band width.............ccooooiiiiiiiinnins 25 KHz

RF output pOWeT........cooviiiiiiiceecee e 10W

PoOWer preCision . i st e ennee oo dilauis inaes SENIE +2dB

RX static sensitivity............ccoovviviiiiiiiiiiiieeeieee, -112dBm (typical -116 dBm)

RX dynamic sensitivity...............ocveiiiiiieiiiiieeeeee, -103dBm (typical -105 dBm)

GPS sensitivity.......ccoceviiiieiiiiii e < -154dBm signal tracking- < -138dBm receiving

GPS Precision......coooooeiieeiieiieeeeeee e hot start up < 10s - Cold start up < 50s

Output audiQasE NN NPT TR ... 4W (internal), 10W (external)

Environmental and mechanical specifications

DIimeNSIONS.......ccooeiiiiiieeeeecce e 18.4x20x70 cm (WxDxH)

Weight......ooo e 19009

Storage temperature............coooviiiiiiiiiee e -25t065°C --401t0 85 °C

HUMIAILY. ..o ETC 300 019 (95% @25 C@25)

Protection against water and dust........................ IP54 (main unit), IP67 (front panel) - IEC60529 or
GB-4208-93

Shock, vibration.............ccccoiiiiiiiiiieeeeeeen MIL-STD-810 C/D/E/FIG
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IPD42(G) DMR Handheld Radio Communication System

TRSH@L A G®

IPD42(G) civil handheld radio is new generation of civil radios under the DMR Tier Il/lll standard.
This radio is operated in the civil radio networks as a handheld radio. Using repeater, radio cover-
age range of these radios can be increased. Benefitting from the two analogue and digital modes,
communication is established between the IPD42(G) and old analogue networks. In addition, oper-
ating this radio set, private/group communication can be established as well as SMS sending and
data transmission. Large size of display screen, keypad with capability of defining the short keys,
supporting the 12.5/20/25 KHz, 1024 preset channels, scanning the channels, defining high/low
power levels and setting the short keys, high receiving sensitivity, meeting international standards,
dual-purpose antenna for the GPS and wave transmission, and capability of selecting the GPS as
an optional facility are other features of the IPD42(G).
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General Specifications

FrequencCy range............ccueueeeiiiiiiiiiiiiiii e UHF: 350~400 MHz/400~470 MHZz/450~520 MHz
VHF: 136~174 MHz

Number of channels..............coooii i 1024

PAe\ N[Nz o= ToiVAeees NN I8 RN SO S— 64 (each zone with maximum 16 channels)

Channel Spacing.......c..couieeiiiiiiiie e 12.5KHz/20KHZz/25KHz

Frequency stability..............oooeoiiiicciie e +1.5ppm

Antenna impedancCe............ccccuuuuiiiiiiiiiiiie e 50Q

Receiver Specifications

Analogue SensitiVity.......ccccvveeeeeeeiiiiii 0.3uV (12dB SINAD)
0.22pV typically (12dB SINAD)
0.4pV (20dB SINAD)

Digital sensitivity..........coooiiiiiiiiie 0.3pV / BER5%

Transmitter Specifications

RF OUtPUL POWET.....coiiiiiieieeieeeee e UHF: Low Power: 1W/High Power: 4W/adjustable
VHF: Low Power: 1W/High Power: 5W/adjustable

Analogue modulation type.......cccccvvveeeeeeiiiiii FM

Digital modulation type...........oooiiiiiiiiiiiiiieee e 4FSK

AUdiO diStOrtioN......c.eiiiiiiiii e <3%

AUIO FESPONSE... ..ttt a e +1 ~-3dB

VOICE COMPIESSION....uuuuiiiiiiieeeeeeieeeeitee e e e e e e e SELP

Digital protoCol............ccoiiiiiiiiiccee e ETSI-TS102 361-1,-2,-3

Physical and Environmental Specifications

WEIGRL....... 0 e e e e i o D 355gr

Dimension (HXWXD).......ooiiiiiiiiieei i 128x55x35 mm (with standard battery and without
antenna)

(013 o [100 1) 2 1110 o T 1.8 inch, 4 rows

Operating temperature..........ccccccovvviiiiiiiiiiiiiiieeeeeee e -30°C ~ +60°C

Storage temperature...........ccccoo o -40°C ~ +85°C

StANAArAS. ...ooi e MIL-STD-810 C/D/E/F/G and IP67

13
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IMD52(G) DMR Vehicular Radio Communication System

IMD52(G) civil vehicular radio is new generation of civil radios under the DMR Tier Il/lll standard
which is used for covering and establishing reliable high quality communication in each level of
organization. This radio is operated as a vehicular/stationary radio to exchange vital and online in-
formation. High-quality voice transmission due to available Codecs and digital error correction pro-
cesses, best-quality voice in noisy circumstances and borders of network radio coverage, supporting
digital and analog modes, SMS sending/receiving, establishing private/group/broadcast/emergency
communication, establishing encrypted communication due to encryption technology of the radio in
digital and analog modes, reliability and excellent quality, benefitting from the GPS module option-
ally and capability of observing geographical location, different expanding ports, large size and color
display screen, keypad for different functions (such as SMS sending/receiving and changing the
radio parameters), and defining short keys are some technical feature of the IMD52(G) radio set.
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General specifications
Frequency range.......cccccccciiiiiiiiic

Number of channels............ccooocis
Z0ONE CAPACITY.....cco it
Channel Spacing.............eeeeeeiiiiiiiiiiiiis

Cellular Communication

UHF: 350~400 MHz/400~470 MHz/450~520 MHz
VHF: 136~174 MHz

64 (each zone with maximum 16 channels)
12.5KHz/20KHz/25KHz

Frequency stability............ccoooiiei +1.5ppm

Antenna impedance............cccoooiiiieiiiiiiiiees 50Q

Receiver specifications

Analogue sensitivity............ccooeiiiiiiiiii 0.3pV (12dB SINAD)/0.22uV typically

Digital sensitivity............cocoiiiiiiiiien

Transmitter specifications
RF output pPOWET......cooiiiiieie e

(12dB SINAD)/0.4pV (20dB SINAD)
0.3uV / BER5%

UHF: 5~45W (adjustable)\VHF: 5~50W
(adjustable)

Analogue modulation type..........ccccoeeeeiiiiiiiiiiiinnes FM

Digital modulation type............cooooiiiiiiiiiiiiiiieee 4FSK

Audio distortioN........ccooeeiei i <3%

AUdIO rESPONSE....eeiieiiiiiiiiaiaea e e e ee e e e e eeeeeeeeenennes +1~-3dB

V0oiCe COMPIrESSION......ccceiiiieeieeiiiieee e SELP

Digital protocol...........coooeiiiiiiiiiiiiee e, ETSI-TS102 361-1,-2,-3
Physical and environmental specifications
WeIght....oeeeeeieeeeee 1.7Kg

Dimension (HXWXD)........cccooiiiiiiiiiiiiiiieeeeeene

600x174%x200 mm (with standard battery and
without antenna)

LCD dimMensSioN......cc.uoeieeiiiiieeeeeeeeee e 2 inch, 4 rows
Operating temperature.............ccoooeveiiiiiiccciie. -30°C ~ +60°C
Storage temperature...............coo e -40°C ~ +85°C

Standards. .....c.oooe e

1

MIL-STD-810 C/D/E/F/G and IP67
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IPD43(G) DMR Anti-Explosive Handheld Radio Communi-
cation System

General specifications

Frequency range (UHF)........ccccoiii, 400-470 MHz+136-174 MHz
Number of channels............cccccoiiiiiiis 1024

Z0ONE CaPACITY......eeeeiiiiiiiie e 64 (each zone,16 channels)
Channel space...........ccooovviiiiiieiicccee e 12.5/20/25 KHz

Frequency stability..............oooiiii +1.5ppm

Antenna impedance..............cccoeeiiiiiiiiiiiin 50 ohm

RX specifications

SenSsitiVity......cccoeeeiieee 0.3uV (12dB SINAD)
0.22pV (12dB SINAD) (typical)
0.4pV (20dB SINAD)

Digital sensitivity...........ccccciiiiiiiiiiieeeeen 0.3pV / BER5%

TX specifications

RF output POWET......ccoieiieeie e TW

Type of analog modulation...............c.ccccvvvviineeneee. FM modulation

Type of digital modulation..............cccccceeiieiinnnnn. 4FSK digital modulation
Audio distortion.............eeeiii < 3%

AUIO rESPONSE....oeveeiiiiiiiiiae e e ee e e e 1~-3dB

V0ICe COMPIrESSION.....ccceeeieiiieeieeeiiiie e e e SELP

Digital protoCol.........cccovvviveeieiiiiieeieecce ETSI-TS102 361-1,-2,-3
Environmental and mechanical specifications

Dimensions (without antenna)..................c..oee. 14x5.5x4.9 cm (WxDxH)
Welghte. - B oo 0 e e e R SN 495¢g

LCD diMenSIONS.......cocuuiieieieeeeeeeeeeeee e 1.8 inch, 4 rows
Operating temperature...............ccooveeeeiiiiiiicnnnn. -30 to +60 °C

Storage temperature...............oooeiiii -40 to +85 °C

Subjected t0......cciiiiee e MIL-STD-810 C/D/E/FI/G and IP67

ATEX/IECEx/FM/CSA/CQST IIC certificated

This radio is the new generation of ATEX radios.
IPD43(G) is designed upon the strict requirements of European ATEX and north American FM stand-
ard. The radio works safely in most hazardous environment.

16 17
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IRD62S Mobile Radio Repeater

General specifications

Frequency range.......cccccccveeeeeeeeeeeeeeeeecee UHF: 350~400 MHZz/400~470 MHz/450~520 MHz
VHF: 136~174 MHz

Number of channels..........cccccccciiiiis 16 channels

Channel spacing............ccccceeeeeeiiieiieeeeeeeeeeeeeei 12.5KHz/20KHz/25KHZz

Operational voltage..............cccccvveieiieeeiiiiiiiiis 13.6V £ 15%

Current consumption............cccceeeeiieeeiiiiieeeieeeeeee, receiving: <0.8A, transmitting: <11.0A

Frequency stability.........cc.ccoooooiiiiii +0.5ppm

Antenna impedance..............ccceeeeeeiiiiiiiiiiccee, 50Q

Receiver specifications

Analogue sensitivity...........cccciiiiiieeiiieee, 0.3uV (12dB SINAD)
0.22pV typically (12dB SINAD)
0.4pV (20dB SINAD)

Digital sensitivity.« s s Sonmnsonoae e 0.3uV / BER5%
Transmitter specifications
RF output RowWer: N 25 SN N s tae o UHF: 5~45W (adjustable)/VHF: 5~50W
(adjustable)

Analogue modulation type.............c...c.oooi FM
Digital modulation type..........cccccvvvviiiiiiieeeeeee 4FSK
Audio distortion...........cccoeeiiiiiie i <3%
AUdIO rESPONSE......covviiiiieeeiiiiie e +1~-3dB
VOICE COMPIrESSION.....cciviviiiieeieeiiee e e e e eeeanaan SELP
Digital protocol.............coovmiiiiiiiiiieeeieeeeeeeeeeeeeei, ETSI-TS102 361-1,-2,-3
Physical and environmental specifications

IRD62S mobile radio repeater as center of a cell in the single-sight/multi-sight radio network under WEIGNE. .o, 8.5Kg

the DMR Tier Il standard with capability of high reliability and analogue/digital facilities is proper to Dimension (HXWXD)..........ooovviiiiiiinns 88x483x366 mm

\ g o , , LCD dimenSioN...........oiiivuiiiiieieeeeee e 2 inch, 4 rows

establish an advance full digital communication. This repeater can be operated in both analogue Operating temperature. .............ooovveovvveeovveoeee. -30°C ~ +80°C

and digital modes whereas, it is compatible with available analogue networks. Based on type of Storage temperature.............ccccooiiiii -40°C ~ +85°C
Standards...........eeeiiiiiiiee MIL-STD-810 C/D/E/FIG

the received signal, IRD62S switches between analog and digital modes automatically. Many re-
quirements of the operators are met due to high output power of the repeater (50W). Installing this
repeater inside the 19” racks easily, establishing secure communication due to software encryp-
tion process, powerful cooling fan, establishing radio network and communication with the other
repeaters based on the IP network are other advantages of the IRD62S. On the whole, in civil radio
networks, rack-mount digital repeater is considered to establish reliable and high quality communi-

cation for covering more operators and exchanging vital and online information.
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IRD63P Portable Radio Repeater

The portable repeater IRD63P is a new generation of civil digital repeaters in DMR Tier standard
which operation is very easy due to integrated design and embedded duplexer. This repeater could
be used in manpack, wall-mounted and rack-mounted modes; also is compatible with various types
of power supplies. GPS facility (optional), 10Ah Li-lon backup battery (optional), voice and data

transmission, IP-base communication are some of technical features of the repeater.
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General specifications

Frequency range ?UHF? ........................................ 350-400 / 400-470

Frequency range (VHF 136-174 MHz

Number of channels............ccooriiiiiiie 16

Channel space...........ccoooveiieiiiiiiicce e 12.5/20/25 KHz

Operating voltage.........cccooiiiiiiiiiiiie e DC: 13.6V £15%, Battery: 14.8V
Current consumption............cccccceeiieieeeiiieeieeieeeeee, RX: <3.5A, STBY: <0.8A
Battery.......oceeeee e 10Ah (Li-Lon)

Frequency stability..........cccccooooiii +0.5ppm

Antenna impedance..............cccoeevevveiiiiiiiiccen 500hm

RX specifications

Sensitivity (analog).......cccoeeeeieieiiiiiiiireeeeee 0.3|JV\}12dB SINAD
0.22uV (12dB SINAD) (typical)
0.4p }ZOdB SINAD)

Digital sensitivity..........ccccoiiiiiimiiiiie e 0.3pV / BER5%
TX specifications
OULPUL POWET. ...\ .ok by e oo et Sa o SRR 1-10 W (adjustable)
Type of analog modulation..................ccccoivveeeeneen. FM modulation
Type of digital modulation................ccccoeeeeee 4FSK digital modulation
Audio distortion...........ccccuviieiieiiiiie e < 3%
AUIO rESPONSE......evvviiiiiiiiiee i ee e 1~-3dB
V0iCe COMPIrESSION......cceeeeeiiieeieeiiiiiee e SELP
Digital protocol...........oooiiiiiiiiiiiie e ETSI-TS102 361-1,-2,-3
Environmental and mechanical specifications
Dimensions (without antenna)..............cccccceeeene.. 30x18x5cm (WxDxH)
Welght...... B S e e e s 3.5Kg
Operating temperature..............cccoovveeeviiiiineeninennn. -30 to +60 °C
Storage temperature..............oooeiiiiiii -40 to +85 °C
21
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IX1p DMR Handheld Radio Communication System SVRC H-125 HF Radio Communication System
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This type of radio can be used for stationary and vehicular operations. This system can support

more than 1KW power amplifiers for data and facsimile applications.

Capabilities
. W, . - . | v" Easy installation
IX1p handheld radio communication system is a small digital radio set as new generation of the v Selective call in emergency conditions
civil tiny managing radios operated in special and secret applications, hospitals, fire stations, and v High dynamic receiving range
... where the radio should be hidden. This radio is the smallest radio in the world with very small ¥ Controllable with computer
v Remote troubleshooting
size and very low depth (21mm). Transmitting low capacity voice/data is one of the main functions v ALE

v  Built-in test equipment

of this secret handheld radio communication system. Other capabilities of this digital radio are high
v Conversation facilities

receiving sensitivity, meeting international standard, two-purpose antenna for both GPS and wave
propagation, and selecting the GPS module included type and without the GPS, large colored dis- Accessories
play screen and keypad for benefiting from the digital system facilities such as SMS sending and ® Remote control interface
. . - . . ® Data modem
..., channel scanning, capability of defining high and low power levels and setting the short keys, ® Power supply
operations in two digital and analog statuses, supporting the Bluetooth and Bluetooth hands-free ® High RF power (500W and 1KW)

technologies for the operators in special conditions. ® \/ehicular/stationary antenna along with the ATU (125W and 1KW)
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ICS-911 Integrated Communication System

Due to integration by this system, gaining access to 10 radios, 8 PSTN lines, and 16 internal tel-
ephone lines is provided remotely. Using the system, communication equipment of an infrastructure
can be controlled remotely from up to 20km distance via a set of fiber optic. This system is operated
for establishing without propagation infrastructures so that antennas and radios can be located far
from the communication infrastructure using the system.

Capabilities
v 16 internal lines
v Equipped with the Soft Phone
v' Remote management and observing
v' Capacity of connecting to 10 radios
v’ Capacity of connecting to 8 PSTN lines
v’ Ethernet information transmission (voice, data, and video)
v’ Establishing the Hot-line communication and intercommunication between the consoles
v" Capability of connecting to computer and laptop as the operational console
v Equipped with systematic alarms for the Self-test
v 180-240VAC power supply of the system including the UPS with capacity of one hour supply
in emergency

24
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PTT over Cellular (PoC)

Push to talk over Cellular (PoC) is a wireless two-way cellular communication allowing instant and
global mobile connectivity with the ability to communicate on a push of a key.

Push to talk over cellular uses the push to talk communication (PTT) principle, where receiver does
not need to answer the call as there is always active connection between two individuals or group.
The communication can be started on a push of a key one user at a time.

PoC combines push-to-talk (PTT) operational advantages with interference immunity and other mo-
bile phone advantages. For example, PoC uses half-duplex communication (only one call may be
transmitted by a user) and one call may be received by one or more users. This feature is more
useful when single user wants to talk to a group without making multiple calls.

Full-duplex communication was traditionally applied to mobile networks and devices, which required
connection using a dialed phone number or an answered call. This connection was active until the
call ended or the connection failed from a signal loss.
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Main Features Self-Propelled Mobile BTS System

v Voice/video PTT based on MCPTT standard
v Voice/video VolP Call

v Voice/video Group Call

v Conversion (Video/Voice)

v Multicast (eMBMS)

v SMS/Image Video Transmittal

v' Emergency Call

v Multi group Call

v Recording Voice/Video

System Composition

LTE, 3G, Wi-Fi

VIUHF/Tetra GW

"
=

Optional Server @

E E E -

IMS server LI recording Control
server server Center

Server Components
® PTT server
® |MS server
® || server
® Control Center
® Audio/Video Recording

Self-propelled mobile BTS system is designed and manufactured for communication coverage of
® VIUHF/Tetra G/W the GSM/3G/4G networks.

Device Applications Main parts of the system:

® Communication container

® 6-ton truck

® 18m electrical/winch mast (minimum length of 3.2m)
® BTS/battery rack

® 15KVA power generator

® Electrical jack for disconnecting the container

Voice PTT/ Video PTT/ Voice/Vid Multimedia M ® Mast holder
oice ideo oice/Video . B o Vi ultimedia Mlessage
Voice Call (VoIP) Video Call (VoIP) Conference Call Coniversion:(Vieica * Video) (Text/lmage/Video) ® BTS antenna
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Capabilities

® \ehicular/stationary operation

® Vertical installation of the mast and BTS antenna for easy operation and setting up

® Operating with power generator and Mains power supply

® Quick installation and setting up

® Light weight container using sandwich panel and strengthened structure

® [nstalling on a 6-ton truck for easy traffic

® Electrical jack for disconnecting the container from truck and installing it on the ground or vice
versa

® Winch mast with high load tolerance up to 800kg, about 4m2 FPA, minimum weight of about
750kg, and power of erecting with up to 600kg weight

® Special stainless and anti-theft fittings

® Operating in different climatic/environmental conditions

® Ergonomic design

® Easy access to the container equipment via its all sides

® Quick lock for easy disconnecting the container from truck

® Metallic fan

® Light system

® Equipped with trestle to prevent the jacks from over load

® Fuel backup tank of power generator

® Accommodation for the guard (tent, light, parasol, tool box, first aid kit, fire extinguisher, and ...)
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Technical specifications

Rotation angle...........cooeiiiiiiiiii 1000 £ 100 kg Without indoor equipment
(tolerable equipment weight: one ton)
DIMENSION. . e W=2.5m, L=2.5m, H=2m

a slope of about 4% is considered from door side
to rear side of the container for rain flow

Material..........coooiiiiiiiii main structure of the container is structural steel
(a combination of profile, angle bar, angle strength
plates, and ...)

Container's wall...........cccoooeeeeiiiiiiiiiiie consists of sandwich panels with injected foam
(polyurethane foam with 40kg/m3 density) as
heat/sound/humidity insulator

Air condition system.............cccceceiiiiiii e heating/cooling (split and condenser)

.Standard COolor...........ooooviiicceee e, according to the customer’s request
(resisted against environmental factors)

Tolerable wind speed.............coovviiiiiiiiieiiieeeee, 160km/h

Operating temperature...........ccccveveveeiiiiiieeeeeennenn. -40°C ~ +80°C

Storage temperature...........cccccceciiiiiiieiiie -50°C ~ +90°C

Environmental standard............ccccccciiiiin. IDS-810

Stablishing on the ground/vehicle

Resisted against dust and sand

Resisted against plants, rodents, termites, and ...
Resisted against rain, snow, hail, and ...
Expected life time: 20 years
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BTS Container

In order to install communication equipment inside a system and transporting it to different centers
with several applications, these types of containers are considered. In addition, they are used where
constructive operations cannot be accomplished or is not economical.

BTS communication containers are designed according to the customer’s required dimension and

technical specifications as well as considering their indoor arrangement of equipment.
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Secure-Mobile Virtual Network Operator (S-MVNO)

Exclusively Potential areas of participation
designated to MNOs for other parties
L A

| \ |

Access netwol

Brand
reseller

Light MVNO
(aka service
operator)

Full MVNO H :

Host MNO

b, son ivmnwns

h st MNO

Host MNO

MVNE

Activity field of virtual operators includes a wide range, but on the whole, the operator does not in-
vest in in the Radio Access Network (RAN) and uses the RAN of one or more Main Network Opera-
tors (MNO) in the country. Virtual operator concentrates on Core Network and invests in it. A parts
of the MVNO range includes the operators that presents their private SIM cards without any private
infrastructure (Light MVNO). In addition, Full MVNOs including radio infrastructures and other sec-
tions of mobile communication network (Core Network Equipment) privately/independently are a
part of the range. It is evident that variety of virtual operator’s services depends on number of its pri-
vate infrastructure equipment. In this case, managing the subscribers, security and security control,
Quality of Services (QoS), and pursuing the related policy is performed by virtual operator.
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Mobile Network Security

Various MVNOs and accomplished Access Point Name (APN) are described in the following table
briefly.

Network Type Private Full MVNO Full MVNO Light MVNO APN
Network MOCN GWCN
Public safety Public safety Public safety Public safety Public safety
services services services services services
@ 055+BSS G AS @ AS
@ AS,
c tual IMS, ‘ MVNE (Sisteer) ‘
onceptua
Structure
eNB ((:&?) eNB (('A'\)) Shared
Customer
interconnects  with L !
ncthisstatys:all of| Most of the Core IAVINE (Mobile ﬁ?rfétruté?uﬁzmlsigz
- It is a complete| the _Core no_des are important nodes Virtual _ Network acachs I in
operator. available in the especially data base Enabler) instead of operator'siaide
Structure Private network| MVNO and using ofp éubscribers the operator. i C?Jstomer has only
DeSCFIptIOH Z‘gcl:‘;dsgg gg:ti anig Ril?llgsaf:to?; d\'/f;?ifunst except control nodes E:g?gg::ﬂinihar%:g its applicable
h are available in the| . ] . servers (VolP
available. operators can be MVNO interconnecting with Server. POC Server
accomplished. ’ subscribers are in . y
. and ...)
customer's network
side.
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Nowadays mobile networks are the most dynamic part of critical communication infrastructures and
the key instrument used to perform daily activities ranging from voice and text messaging to provid-
ing signaling for emergency services and critical infrastructure. Regardless of what security assur-
ances mobile network operators provide, there is plenty of hard evidence that in fact shows how
vulnerable these systems are. Lately, it seems like a common occurrence when private telephone
conversations or pictures of government officials, celebrities and business leaders appear on the In-
ternet, even though these individuals usually take extra precautions when it comes to their personal
privacy and safety. In many instances, a common misconception is that security breaches like these
are very complicated and expensive to execute and can only be accomplished by high-ranking se-
curity intelligence agencies, organized crime or the most sophisticated hackers. This perception is
understandable, since most people are trained to view a mobile communication network as a sys-
tem made up of only the most cutting edge technologies. However, in reality a telecommunications
network is a complex system built on subsystems that each have different technological levels, with
the security of the whole network usually defined by the security level of the weakest link.
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Security Services

v" Security consulting on 2G (GSM, GPRS, EDGE), 3G (UMTS), 4G (LTA, LTEA) and 5G net-
works.

v’ Security analysis, evaluation and preparation-testing of mobile networks (RAN, CS-Core, PS-
Core, ...)

v’ Securing mobile value- added services (VAS)

v" Consultation/implementing of security maturity models for the mobile network operators

v Fraud and anomaly detection services based on user behavioral analysis using our software
product

v" Securing mobile networks based on Big-data approaches

v Implementing mobile emergency response teams (MERT) for mobile network operators

v' Professional trainings and workshops on cellular network security

v" A brief Proposal of “Securing 3G and 4G Networks”

Circuit
Switched
Network

Iu\ lu
lur
RNC| < » | RNC

|

@ NodeB | NodeB X D NodeB  NodeB X D

Femtocell
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C.LLF

www.peykasa.com

& /J\. Home

:a System Administrator
=8_H Online LI
B2 AL Targets
"l Search LT Notifications
B Monitor LI Notifications
B white List
| All White Numbers
& ¥ Filtering
" W Filtering Rules Manager
E Polymorphic Manager
B ! Phone No Group Manager
8 f’ Report Interception
. Offline Log Report
E- & administration

" P\ Security Manager

LN
" L) Messaging Center
i Manager

- 6 Action Report Manager

Log off

criterias.

® All LI Targets

® White List

® Filtering

® Report Interception
® Administration

Cellular Communication

CLIF (Central Lawful Interception & Filtering)

&;System Administrator
2= online LI
. AllLI Targsts
‘ Search LI Netifications
E Monitor LI Notifications
T white List

All White Numbers
¥ Filtering

Fitering Rules Manager

Polymorphic Manager

Phone No Group Manager

% Report Interception
. Report Interception

& pdministration

Security Manzger

Messaging Center Manager

- Action Re|

ort Manager

As the name implies using this product you can perform lawful interception of SMSs in Mobile
Networks. In addition to interception, you can filter and change messages based on your defined

Gray Route

HPLMN

| am B. | roamed
here. Let me
sand SMS toA

Network 1

| want tohave a
callwithA.
Where is he?

() (P MSC/VIR ©"

DoS/Flooding
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LBS (Locatlon Basg Systen) Video Surveillance As A Service (VSAAS)
® Subscriber tracking

® Send SMS in the specified location
® Change SMS location

OTS (Online Tracking System)
In the GSM network, the task of maintaining location information of subscribers, i.e. LAC and Cell
ID, is responsible of HLR and VLR nodes.

GSM Network

Intra PLMN Mediator

OTS Webserver OTS Webserver

Considering the ICI’s integrated video transmission solution and benefitting from secure private data
network of mobile phone operator, video of the places under the CCTV coverage can be observed
, , | every time by organizational subscribers permanently, reliably, and securely using advanced surveil-
Workstation Workstation Workstation Workstation Workstation Workstation Workstation Workstation Workstation lance equipment accepted by reference institutes.
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Advantages and Features

Cellular Communication

® Easy/quick setting up the service

® Benefitting from secure private data network in mobile phone operator’s coverage for transmit-
ting videos independent from internet network especially in places where access to other video
transmission equipment is impossible, does not have easily, takes much time, or is expensive and
or communication infrastructure is not available there.

® Comprehensive video observation, independent from the CCTV brand and technology (inte-
grating all technologies and brands of the CCTV)

® Adaptive Bitrate

® Concentrated operator account management such as operator definition, access determina-
tion, operator log files, and ... via the web console

® Video monitoring via customized software with capability of supporting specialized video sur-
veillance monitors e.g. Video Wall

v Lamera
—
"
v O
— =
1P Camera =
—
v o~ i . Control Streaming Server
_ ~Lins, (IData Center) e Mebile Client
2 = - Netw
- - (]
- ~ U -
i r——— ‘> -
L ~ \ -~ - B Maobile Client
Analogue Camera )
— et ~ s
L " . ®
v %\ ~ -
] WopS - A\ N o
= 8
P e | - :
A ) Ls DVR . \ =X Deskiop Ci
t i l < \. \-d. / j
WL = > ia e Gontiue I:l a
:—' Storage
Storage — :
ot
>
o
A ) ~
Requires constant data transfer to / storag t
‘¢ . a Requires high bandwidth for each st
» NVR O
P =

® Face detection

4th Generation of Local Mobile System (LTE-NIB)

® | ocal product

® All of the LTE (Long Term Evolution) network main parts such as eNodeB, EPC, Core, and ...

are located in a case (Network In a Box)

Nowadays data analytic and data mining is an expensive and impossible process with massive
video data. Face detection framework analyzes video content deeply based on Al and deep learn-

ing. Modules and features of face detection are as follows:
v’ Face detection and recognition
v Sign, logo, and symbol detection and recognition
v Text and number detection
v Forbidden and +18 video content detection and recognition
v Object detection -
v Video similarity detecting
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® All equipment meets international standards of mobile network (LTE Release 12.0)
® Each system is a complete LTE network

® Mobility and integrated network

® Meeting the 3GPP Release 9 & 10 international standards

® Interconnection networking with the same type systems

® Communication with the PABX, PSTN, and VOIP centers

® FDD and TDD operation modes and supporting frequency range of 400 ~ 3000 MHz
® PTT and MCPTT services through the LTE infrastructure as MidWare

® Extendable

® Supporting up to 256 operators simultaneously

® Data service with high bandwidth

® \/oice/video communication via the MDS

® Implementing the CS-Fall Back and (VoLTE IMS) in new versions

® Implementing end-to-end encryption in terminals

® Unlimited supporting due to the local product
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LTE FDD (Frequency Division Duplex) Modem

This type of communication network which called 4G in non-military field; is wide network in whole
the country. Considering using two individual frequency for upload and download, their quality is ac-
ceptable and generally this type of modems are used in small companies and homes. In addition,
the modem can be used as a portable modem by adding battery and its charge circuit.

This modem can be manufactured in the frequency bands 3 and 7 with the cat4 and cat6 standards.

At the present time, the cat4 model is manufactured.
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Technical specifications

Cellular Communication

VPN Pass-through support..........ccccceeeiieeniinennnnnn. (PPTP, L2TP & IPsec)
10 o] o o] 1 A0 C TP FDD LTE B3/7 3G:B1
LTEBReed N ... i L L CAT4 UL 150Mbs DL 50 Mbps
LTE antenna efficiency...........coooiiiiiiciiiiiiiieee >80%

LTE peak gain 3dbi

Wifispeed......cocioiiin e, 802.11 b/g/n 300 Mbs
Wifi antenna efficiency..........ccccovevveeveecieeneennns 1..>60%

Wifi peak gain 3dbi

Modem chipSet.........ccooiiiiiiiiiei e ASR 88MP1802
(@71 C=Yo [o] Y/ S USSP CAT4

SNMP.. ..o S T S o supported

Type of Antenna.............ccciiieiiieeeeiieeeeeeeeeeeeeii, Omni

Max throughput.......cccooooiiiiiii e 30-60 Mbps

Bridge Mode...........cooiiiiiiii e, supported

Network Mode............oeveiiieiiiiiiiis NAT-Routers-Bridge
ROM/RAM.....ooiiiiiiiieieeee e 64/128MB

Static ROULE........eveeiiiiei it supported

IPV6 Dual Stack............coooveiiiiiiiiieieieeeeeeeeeeeeeee, supported

SSHAEINEt. ... supported
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LTE TDD (Time Division Duplex) Modem

Another considered frequency band is the TDD which used one frequency for upload and download
with specific timing. Benefitting from powerful chipsets in comparison with old generation of the LTE
modems and individual chipset for the modem’s router as well as high capacity RAM for increasing
calculation process of the modem, TDD-LTE modems are reliable products for using by all the TDD-
LTE internet users.

These products in a wide range supporting the cat4 and cat6 standards and ca or Mimo provide full
antenna coverage in the country mobile operator networks.
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Technical specifications

VPN Pass-through support............ccccceeeeeeeniinnn. (PPTP, L2TP & IPsec)
SUPPOMt 4G.....eeeeeeeeeeeeee e TDD LTE B42/43

5 01T It R O VS PP TS PN B CAT6 UL 220Mbs DL 75Mbps
LTE antenna efficiency...........ccooeiiiiiiiiiiiiiiiiieeee. >70%

LTE peak gain.........ccoviiiiiiviiiii e 4.5dbi

Wifi speed.....iccoiiinnneeee i e e 802.11 b/g/n/ac 300 Mbs
Wifi antenna efficiency..... ..., > 60%-5GHz

Wifi antenna efficiency.............ceevvveininn .. 50%-2.4GHz

Wifi peak gain.............oooooiiiiiiiiieeee e, 3dbi

Modem chipSet.......cccoooiiiiiiiii e GCT GDM7243QT
Router chipset..........cooiiiiiiiii e, MTK7621A

Category.. i CAT6

SNMP.....L. G supported

Type of Antenna............cccoiieiiiiiiiiiiiiniis Omni

Max WiFi throughput.........c.cciiiiiiiiie e, 300 Mbps

Bridge Mode........coooiiiiiiiieiit e supported

Network Mode...........couviiiiiiiiiiiie e, NAT-Routers-Bridge
ROM/RAM.....ooiiiieiiieeeeeee e 1GB

Static RoUte.........ovvviiiiei i supported

IPV6 Dual Stack...........cooovviiiiiiiiiiiiieee e supported
SSHAEINEt.......cooeeeee supported
FTPHTTP,OTA, local upgrade and tr069............... supported
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LTE Dual Mode (TDD+FDD) Modem

Due to available limitations in the TDD-LTE services in different zones, a modem proportionate to
these conditions should be designed. For this purpose, a dual modem with capability of supporting
the TDD and FDD networks simultaneously has been designed and manufactured as an up to date

products with many advantages in comparison with available modems in the market.
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Technical specifications

LTE Efficiency (Mimo)..........coovvveeviiiiinnannnnn.
LTEPeak Gain........cccccoe v,
WiFi 2.4Ghz Efficiency and Peak Gain........

antenna efficiency eff:50%, Gain

WiFi 5Ghz Efficiency and Peak Gain...........

eff:60%, Gain

LTE Chipset.....oooo e
WIiFi Chipset.......coooviiiiiiiiiiiiieeeeeeeeeee
TR069 and SNMP status.............cccceveeenennes
LTE Max throughput........ccccoooeiiiiiiiiinn,

Bridge Mode...........ooiiiiiiiiiiiii e,
Network mode............oieeieiiiiiiiieiiee,
GRE tunnels (layer 2 and 3).........ccccccceennnn.
CPU and RAM size........ccccoeeieeeiiiiiiieeeeeennn,

Static route........oooeeveiiiiiiiii e
IPV6 dual stack............cccoiiiiiiiiiiiiiiiiiiiiiiiiis
IPSEC tunnel.........ooooviiiiiitiiiiee e
SSH/TelNet...cooeieeieie
VPN pass through..............oooiiie
L2TP and GRE tunneling.............cccceeviennnn.
FTP and HTTP OTA firmware upgrade........
Local upgrade and TR069 upgrade.............

Tro69 upgrade can choose http or FTP

Cellular Communication

......... 4.5dBi
......... 2.5dBi

......... GCT GDM7243QT

......... MT7621E

.......... supported

....:....FDD: UL 75Mbps; DL 300Mbps

TDD(Config 2:7): UL 15Mbps; DL 220Mbps

......... supported

......... (Nat/Route/Bridge) Support
........ supported

......... MTK: CPU 880MHz; RAM 1Gb

GCT: CPU 800MHz; RAM 1Gb

......... supported
......... supported
........ supported
......... supported
......... supported
......... supported
......... supported
......... supported
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Android Box Pro + Modem

Considering internet applications in homes increasingly, this box with capability of supporting the
Tdd-Lte technology and attractive facilities including smart TV, smart home, and game console has
been designed and manufactured.

v Easy control

v Joystick

v HDMI cable

v Adapter

PrOCESSON......eieeeieeee e e Dual 64-bit Cortex-A72 +Quad Cortex-A53 @1.8 GHz

GraphiC......oooveiicccce e ARM Mali-T860MP4 GPU,Support OpenGL
ES1.1/2.0/3.0,0penCL 1.2

RAM ..o 4GB LPDDR3

Internal Memory...........cccciiiiiiiiieee 16 GB

Supporting the SSD Hard Disk............cccceeeeeeee.n. Up to 2TB NVMe SSD M.2 Slot

[0 1] = 2 o o ] o S three

USB3 pOrt.....cooeeeeeeeceee e one

NEtWOIrK... .o, four

Bluetooth.........oooiiiii available

MOAEM... .o e similar to the TF-i60
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Android Box Eco + Modem

Considering internet applications in homes increasingly, this box with capability of supporting the
Tdd-Lte technology and attractive facilities including smart TV, smart home, and game console has
been designed and manufactured.

v’ Easy control
v HDMI cable

v’ Adapter

v AV cable

PrOCESSOr.....coeieee e QUAD-2GHz

N 1Y R 2GB

Internal Memory............coooiiiiiiiieee 16 GB

car=mele u S R S four

NEIWOIK. ... one
Bluetooth...........ooiiii supported

1Y/ (0T (=Y o 1 similar to the TF-i60
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Android Box Eco

Considering internet applications in homes increasingly, this box with capability of supporting the
Tdd-Lte technology and attractive facilities including smart TV, smart home, and game console has
been designed and manufactured.

v’ Easy control
v HDMI cable

v/ Adapter

v' AV cable

PrOCESSOr ... . QUAD-2GHz
RAM. ..o e 2GB

Internal Memory........ccoooviiiiiii 16 GB

[ 1] = o o o U four

NEIWOTK. ... one
BIUBTOOTN. . ..o available
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